id.delaware.gov Register for Your “Delaware ID” on the Delaware Identity System:
Without a Cell Phone

Why do | need to register for the Delaware ID solution; id.delaware.gov? To prevent the use of our
employee’s username and password by bad actors. Organization like the state lost more than $21 Billion due
to business email compromise alone--not including losses from data theft or the destruction of computer
systems. This solution enables the state to protect its systems,

applications and critical data effectively.

Welcome to State of Delaware, Daral
Create your State of Delaware account

1) Open a web browser (IE, Edge, Chrome, Firefox, Safari) and
visit https://id.delaware.gov o

@ secondary email

2) If you are registering from inside the state network, it will
take you right into the registration screen.

3) If outside the state computing environment, enter your state
username (usually your state email address, e.g., © 201 rone e s e pssors rnoceng o
firstname.lastname@delaware.gov) and your state email O can e youe e messoge wih o ecoverycoe. T eoure
password, then sign in.

4) First; use your office phone for your password management.

Choose Add Phone Number on 3™ option:
Click Add a phone number for resetting your password or [ T A ——

account using Voice Call (optional)

unlocking your account using Voice Call T N R TSR

when you don't have access to your emall

Forgot Password Text Message X . @ Add Phone Number
RN [Caumion: Using your (o smmesen

office phone for Voice
Call means you can

O I don't have a secondary email

‘ © Add Phone Number

C - Stat | Click a pictule to choose a secumy image
o - W_(‘ - N - on y mana ge yo ur Your security Image gives you additional assurance that you are logging
I o cmEE O . Into Okta, and not a fraudulent website
hone number password while in the
[Windows Media Player
.
2 counny code oo office. Softphone

requires VPN!

Send Code

5) Enter your office phone number and Click Send Code. You will receive a phone call and it will provide the
code to enter in screen.

Forgot Password Text Message X

Check your phone for the passcode and enter It below. Your message should arrive In less

@ Add a phone number for resetting your password or unlocking your
account using Voice Call

Enter code Verify .
Number successfully verified!

Back
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6) Click Done, then Select your security image. It
will help you know when you are accessing
the real state service or a fake one.

7) When done with the password reset E
validation options, proceed to the next
screen. =

@ Click a picture to choose a security image

Create My Account

8) Next, you will set up Multifactor Authentication (MFA) for your

“Delaware id” account, similar to the set-up you just finished. CAUTION: You CANNOT
use your office phone for
id-delaware.gov Voice Call Authentication:

Softphone requires VPN!

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of

security when signing in to your Okta account 9) Choose the last Option: Security QueStion
Q Ok verity Click Setup:

Use a push notification sent to the
mobile app.

Setup

YubiKey id.delaware.gov
Insert your YubiKey and tap it to get
a verification code

Setup a

@ SMS Authentication
Enter a single-use code sent to your

mobile phone. Setup secret question authentication

Setup
What was the first computer game you

@ Voice Call Authentication
Use a phone to authenticate by Answer
following voice instructions. ‘

Setup

Securi uestion
e ty Q ) Save
Use the answer to a security

question to authenticate.

Setup Back to factor list



id.delaware.gov Register for Your “Delaware ID” on the Delaware Identity System:
Without a Cell Phone

Okta makes your life easier
om one place - no passwords neede

10) You have registered!

11) You'll receive email from the solution confirming you enabled MFA.

That’s all there is to it!



